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Author's Note 1
1.0 — PREFACE
This Bulletin reviews cases that have considered the encryption and password protection; in particular
this issue discusses the impact and complications caused by the encryption of information which is
targeted by police investigations and criminal prosecutions.
2.0 — THE CASES REVIEWED IN THIS BULLETIN
(i) R. v. Burke (Ont. C.A.)
(ii) R. v. M. (C.) (Man. Q.B.)
(iii) R. v. Stemberger, 2012 CarswellOnt 492 (Ont. C.J.)
(iv) R. v. Beauchamp, 2008 CarswellOnt 2756 (Ont. S.C.J.)
Other cases considered in this Bulletin:
(i) R. v. Burke (Ont. S.C.J.)
2.1 — BURKE2
Facts
Andrew Burke was a computer programmer working for a high tech firm in Ottawa; he was also a
collector of child pornography. The police were involved in an investigation into child pornography
which was being shared over the "Gnutella" peer-to-peer network. The police identified Burke as a
suspect in the use of this network and drafted an information [ITO] to obtain a warrant to seize his
computer.
As part of the ITO, the affiant indicated that she was aware that such "data is highly disposable as it
can be quickly hidden, disguised on a hard drive, password protected, or encrypted" [para 16]. The
ITO, however, did not specifically authorize a no-knock entry.
At about 6 p.m. on March 24, the police attended at Burke's residence. The door was unlocked.
Without warning, officers burst into his apartment; the officers had guns pointed at Burke and some
were masked. The officers shouted commands at Burke. He indicated that he was "terrified".
With respect to the decision to do a no-knock entry, the lead investigator testified that "based on her
specialized training and experience gained when she was a member of the Hi-tech unit, she was
aware of the ease with which digital files can be destroyed or encrypted. It is a simple thing for a
suspect to encrypt or to destroy files on his computer before answering the door, making access to
information sought in the search warrant impossible to obtain by police" [para 35].

At trial, Burke sought to exclude the evidence obtained arguing, inter alia, that the no-knock entry was
an unreasonable execution and violated section 8. The trial judge dismissed that application: 2011
CarswellOnt 15031 (Ont. S.C.). Burke was convicted and appealed.
Ruling
On appeal Burke argued, inter alia, that the no-knock entry was unreasonable and that the trial judge
erred in dismissing hisCharter motion [paras 34-61].
The Court began its analysis of the issue by recognizing that deviation from the knock-and-announce
rule was permissible only where there were exigent circumstances including the need to prevent the
destruction of evidence or to ensure the safety of the police or occupants [para 41]. Where there is
such a departure, the onus is on the Crown to justify it [para 41].
Burke argued on appeal that the police needed to possess "information specific to the residence or its
inhabitants to justify a no-knock entry" [para 47]. This argument, however, was admittedly similar to the
dissent of Fish J. in R. v. Cornell, [2010 CarswellAlta 1472 (S.C.C.) — a position rejected by the
majority. The majority held that the police were entitled to "draw reasonable inferences from the fact[s]"
known to them [para 48].
In this case, the Court of Appeal rejected Burke's position — fashioned as it was after Fish J.'s dissent
in Cornell that had been rejected — and concluded:
I would reject the appellant's position that there was no evidence to support the use of a noknock entry in this case . . . in the present case, the trial judge accepted Det. Bryden's
uncontradicted evidence that digital files may be quickly rendered inaccessible and are easily
destroyed [paras 50-51].
Burke furthered his argument by submitting that even if a no-knock entry was justified the actual
execution of it was unreasonable — namely the use of "heavily-armed police . . . to subdue him with
their guns drawn" [para 52].
The Court of Appeal rejected this position as well: "The police concern for destruction of evidence
would not have ended with the no-knock entry. The police did not know whether the appellant would
be using his computer at the time of entry, or if he would be near his computer. They also did not know
if he would necessarily be alone in the apartment" [para 53].
The court concluded the appeal — on this ground — with the following instructive comments:
I reject the appellant's argument that the no-knock entry violated his rights under s. 8 of
the Charter. The trial judge's finding that an unannounced entry was justified by the risk of
destruction of evidence in the form of digital files was reasonable.
I also reject the appellant's argument that the police tactics upon entering his apartment
rendered the manner of the search unreasonable. Given the legitimate concerns for
destruction of evidence, the requirement for the elements of surprise and speed did not cease

with entry. The use of a team to enter the premises enabled the police to sweep all the rooms
almost simultaneously and to quickly restrain the suspect. Having regard to the overall
manner in which the search was conducted, including the absence of any violence or
unnecessary destruction of property, I would not interfere with the trial judge's conclusion that
the overall manner in which the search was carried out was reasonable [paras 59-60].
Comment
Burke illustrates one aspect of encryption that must be considered and addressed by the police and
the court — namely, the ability to encrypt (and thus make unavailable) evidence that the police have
lawful authority to seize.
The approach considered in Burke was the use of no-knock or dynamic entries to avoid encryption of
the targeted evidence by the suspect. As illustrated by this ruling, this approach may be deemed
reasonable. While reasonable it may not be the most desirable and it is not guaranteed to work.
Burke does not address the issue of whether other means of ensuring access to lawfully seized
evidence may be appropriate.
2.2 — M. (C.)
Facts
CM was convicted of three offences — make child pornography; possess child pornography; and
invitation to sexual touching — after a 19 day trial.
The charges arose from the disclosure of CW and a search warrant executed at CM's residence. CW,
who was six years old, was playing at a friend's house, JM — CM was the father of JM. When CW
returned home she told her mother about an incident that had occurred. CW indicated that she had
asked to take a shower at JM's place because she got dirty playing outside. She further indicated that
when she was in the bathroom for the purpose of taking a shower CM took photos of her; during that
time CM had her stand up and touch her toes — he took photos when she did. She indicated that the
photos were of her "butt", "pee-pee" and "boobies" [para 24].
The police executed a search warrant at CM's residence and, inter alia, seized a computer. During the
search of that computer the police found thumbnail images of child pornography (but not of CW). The
forensic examination did not uncover photos of CW, however, the examination did suggest that the
photos may be amongst those placed in an encrypted file — which the police were not able to access.
CM was convicted after trial. He appealed.
Ruling
On appeal, CM argued, inter alia, that the trial judge erred in convicting him of the make child
pornography charges in the absence of any physical evidence that the photos were in fact made or
existed.
The appeal court rejected this argument.

In doing so, the court addressed the trial judge's reliance — in part — on the forensic examination and
suggestion that the missing photos were in the encrypted file.
In the present case, the totality of the evidence, direct and circumstantial, supports that
pornographic pictures were taken of C.W. It also supports the inference that such
photographs could not be recovered as they were placed in an inaccessible encrypted file. I
wish to be clear that in mentioning the evidence that suggests that the photographs taken of
C.W. may have been placed in the as yet inaccessible encrypted file, I am not invoking such
evidence on this ground of appeal as circumstantial evidence supporting the accused's
consciousness of his having committed the offences alleged against him (post-offence
conduct). Instead, on this ground of appeal, such evidence is mentioned in the context of an
inference respecting a reasonable explanation as to where the photos may be and why they
were not discovered and seized [para 65].
More precisely, the court noted that the trial judge did not err in relying on evidence that "[f]ive
photographs from the accused's camera were uploaded during the relevant timeframe to the accused's
laptop and saved in an encrypted file. While no photographs taken during the relevant times were
found on the SD card (memory card that was found with the camera) there was a series of
photographs that had been wiped clean six minutes after the five pictures had been uploaded to the
accused's laptop. The encrypted file containing those five images was password protected and, as of
the date of the trial, the RCMP had not been able to crack that password" [para 66].
The court also considered the trial judge's inference from this evidence that CM was attempting to hide
the photographs. As noted in the ruling, one of the significant rulings was that the "encryption and
wiping of pictures is indicative of someone who wants to hide them. This becomes all the more
suggestive of this intention when compared with other pictures on the computers and SD cards that
were not subjected to the same type of process".
This approach, the appeal court held, was permissible and an inference the trial judge was entitled to
make on the evidence available.
Comment
M. (C.) is a very interesting case that illustrates the difficulty with encryption as well as hinting at a
possible solution. Short of compulsion — requiring accused persons, where grounds exist to unencrypt
data — inferences may be an appropriate remedy. In M. (C.), the trial judge relied on the encrypted
files and forensic examinations in two ways.
First, the trial judge relied on the fact that files were encrypted — and the evidence surrounding their
encryption — to explain why the photos CW said were taken were not found. In other words, the trial
judge found that the photos were in the encrypted file.
Second, the trial judge also inferred from the actions of the accused that he was trying to hide
evidence of his actions. An inference the appeal court accepted as permissible and reasonable.
2.3 — STEMBERGER

Facts
Luke Stemberger was charged with accessing and possessing child pornography. Stemberger was
living at home with his parents and brother at the time of the charges which followed the execution of a
search warrant at the house.
The warrant arose from information that the police received from the Netherlands police that a
computer in the Stemberger home had accessed child pornography from a hacked website.
When the police executed the search warrant, Stemberger was home. He was detained during the
execution of the warrant and questioned. During that questioning he admitted to accessing child
pornography and provided the police with his password.
The police seized his computer and found child pornography on it.
Stemberger was arrested. At trial, he challenged the issuance and execution of the warrant.
Ruling
In considering the alleged Charter violation, the court reviewed further details of the evidence.
With respect to the officer who interviewed Stemberger, the court noted that the accused was detained
and questioned in a manner that was not authorized by the warrant. The court also noted that the
officer was alert to the fact that without the password the investigation may be thwarted if there was
encryption software on the computer [para 15].
The court also reviewed portions of the interaction between the officer and Stemberger; those included
the officer advising Stemberger that he was not under arrest or detained and advising him of his right
to counsel. The officer also indicated, however, that simply because Stemberger said he wanted a
lawyer did not mean the officer would stop questioning him.
Turning to the obtainment of the password the court noted the importance of that as illustrated by the
ITO which included, inter alia, the following:
Passwords can be used by computer systems and computer programs to protect data.
Several computer manufacturers offer password protection on computer laptop hard disc
drives. The user is prompted for a password when the computer is first turned on. If the
correct password is not provided, the hard disc drive will not operate and the data is
unreadable. Presently, there exists no technique to defeat this "lock-out" feature. In addition,
widely available encryption programs (e.g. Truecrypt) are capable, with a sufficiently robust
password, of providing near absolute protection of data from viewing by other users. It simply
may be impossible to "crack" the password. Without the password, the encrypted file cannot
be read. Users sometimes store passwords electronically or reduce them to writing in areas
near the computer. Accordingly, it is necessary to search for and seize any devices, media or
documents that contain passwords for the computer system, computer programs or data files
stored on it or other storage media [para 51].

The court ultimately concluded, inter alia, that the manner in which the search was executed was
unreasonable. In particular, the "detention" and questioning of Stemberger was found to be "willfully
and brazenly" in violation of sections 9 and 10(b):
The officers believed that a password protected computer could defeat their ability to search
the computer so they violated his rights, obtained his password and found evidence therein
which they intend to use to prosecute him [para 120].
Comment
Stemberger is another interesting decision that illustrates the difficulty posed by password protection
and encryption. Even if one disagrees with the conduct of the police, it is easy to understand some of
the reasons behind it. Short of obtaining that password, the child pornography would unlikely have
been found. Accepting the correctness of the Charter ruling — that the detention and questioning was
in violation of the Charter — the police are, in the future, left with a decision to either embark upon
such conduct, knowing it is not Charter compliant, or be thwarted in their investigations by encryption
and password protection. While inference may be available, as in M. (C.), this will depend on the
forensic examination and other evidence available.
2.4 — BEAUCHAMP
Facts
Henry Beauchamp, Robert Cattral and Catherine Brunet all worked at a company named Canadian
Barcode and Plastic Supply Company; Cattral and Brunet were the owner/operators of the business.
The police conducted an investigation which lead to the arrests of the three accused — along with
several others — for offences related to possession of payment card forgery equipment and data.
When the arrests occurred, the police executed search warrants at the same time. The police seized
several computers. A portion of data on the computers was encrypted and the police were unable to
unencrypt the data.
Prior to trial, the accused sought to have the encrypted data "disclosed". The Crown resisted. The
accused brought an application seeking to force the Crown to disclose the information in question.
Ruling
In considering the disclosure motion, the trial judge made several findings. First, he noted that it was
admitted by all parties that the encrypted information was "relevant". Second, it was admitted that the
encrypted information contained both potentially inculpatory and exculpatory information. Third, he
noted that there was a "reasonable possibility" that the encrypted files contained business records
(which could include payment card data).
With those findings of fact, the court held that the material, although not accessible to the Crown, was
in the Crown's possession. However, the court went on to hold:
While I found that the Crown could not refuse to provide disclosure to the defence of the
encrypted information solely on the basis that it does not have the complete possession or

control of the information on the encrypted hard drives, I find the fact that the Crown has only
partial control of the information is a contextual factor to be weighed and considered when
deciding if the failure to disclose information denies the accused their right to a fundamentally
fair trial [para 39].
With respect to the Crown's refusal to disclose, the court held that it could be justified on the basis of
the need to maintain the integrity of the administration of justice.
I have found that there is sufficient evidence to conclude that there is a reasonable possibility
that the encrypted files sought to be disclosed by the applicants may contain private credit
card and debit card information of members of the public. The Crown has a duty to protect the
public interest and to ensure that the privacy interests of any individual, whose credit card or
debit card information is contained in the encrypted files, are protected. The Crown also has a
duty to prevent the possibility of the commission of further criminal acts, which could occur if
the encrypted information contains private credit and debit card information and was released
to the applicants without adequate safeguards [para 51].
In the end, the court held that the material need not be disclosed unless, and until, the accused
provided the key to unencrypt the material and permit the Crown to review and vet as necessary.
Comment
Beauchamp offers another aspect of encryption and password protection that may arise in criminal
proceedings. In this case, the encryption used by the accused (which was inferred to be used to
protect, inter alia, evidence of criminal activity) provided the Crown with a justifiable excuse for nondisclosure.
While the accused were not ordered to disclose the key to unencrypt the files, they were barred from
access to "potentially" exculpatory evidence through their refusal to provide the passwords.
3.0 — EPILOGUE
Encryption and password protection is an issue that will only become more prevalent in the future and
whose impact will undoubtedly be significant. Recently, the Supreme Court considered the issue of
whether police can search cellphones incident to arrest (see R. v. Fearon); an aspect of that issue is
password protection — indeed, the fear of cellphones automatically locking is one of the possible
justifications for permitting searches incident to arrest.
The cases above touch on some of the other issues related to encryption and password protection,
they include the following.
First, the need that may arise for the police to utilize dynamic, no-knock entries in the execution of
search warrants to prevent encryption of targeted evidence: Burke.
Second, the possibility of inferences being drawn from the creation and existence of encrypted
files: M. (C.); Beauchamp.

Third, the pressure upon police to uncover passwords, without which the police may be thwarted in
their investigation; and the conflicts between that pressure and the constitutional protections afforded
to suspects: Stemberger.
Fourth, the impact encryption and password protection may have on disclosure: Beauchamp.
Encryption and password protections have the potential to have significant impact on the success of
criminal investigation and prosecutions. Consideration may need to be given to ways to address this
issue. While it is undoubtedly true that there is a constitutional right to privacy (see for example R. v.
Spencer, 2014 SCC 43) it is also true that where the police have judicial authority to seize evidence
they should not be thwarted by encryption — just as the police are not barred access to a residence
they are lawfully entitled to search because there is a lock on the door, they similarly should not be
barred access to a computer they are lawfully entitled to search because there is a lock on it.
One approach is compulsion. Some courts have held, however, that suspects cannot be compelled to
provide the key to unlock their encrypted files (see Stemberger and Beauchamp). Another approach is
the reliance on inferences based on the creation and existence of encrypted files. Both have issues,
but the prevalence and impact of encryption needs to be addressed and both routes should be
considered further in cases in the future.
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This case was also reviewed in Issue 2013-17: Dynamic Entries.

